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§147.15

§147.15 Guideline M—Misuse of Infor-
mation technology systems.

(a) The concern. Noncompliance with
rules, procedures, guidelines, or regula-
tions pertaining to information tech-
nology systems may raise security con-
cerns about an individual’s trust-
worthiness, willingness, and ability to
properly protect classified systems,
networks, and information. Informa-
tion Technology Systems include all
related equipment used for the commu-
nication, transmission, processing, ma-
nipulation, and storage of classified or
sensitive information.

(b) Conditions that could raise a secu-
rity concern and may be disqualifying in-
clude: (1) Illegal or unauthorized entry
into any information technology sys-
tem;

(2) Illegal or unauthorized modifica-
tion, destruction, manipulation or de-
nial of access to information residing
on an information technology system;

(3) Removal (or use) of hardware,
software, or media from any informa-
tion technology system without au-
thorization, when specifically prohib-
ited by rules, procedures, guidelines or
regulations;

(4) Introduction of hardware, soft-
ware, or media into any information
technology system without authoriza-
tion, when specifically prohibited by
rules, procedures, guidelines or regula-
tions.

(c) Conditions that could mitigate secu-
rity concerns include: (1) The misuse was
not recent or significant;

(2) The conduct was unintentional or
inadvertent;

(3) The introduction or removal of
media was authorized;

(4) The misuse was an isolated event;

(5) The misuse was followed by a
prompt, good faith effort to correct the
situation.

Subpart B—Investigative
Standards

§147.18 Introduction.

The following investigative standards
are established for all United States
Government civilian and military per-
sonnel, consultants, contractors, em-
ployees of contractors, licensees, cer-
tificate holders or grantees and their
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employees and other individuals who
require access to classified informa-
tion, to include Sensitive Compart-
mented Information and Special Access
Programs, and are to be used by gov-
ernment departments and agencies as
the investigative basis for final clear-
ance determinations. However, nothing
in these standards prohibits an agency
from using any lawful investigative
procedures in addition to these require-
ments in order to resolve any issue
identified in the course of a back-
ground investigation or reinvestiga-
tion.

§147.19 The three standards.

There are three standards (Attach-
ment D to this subpart part summa-
rizes when to use each one):

(a) The investigation and reinvestiga-
tion standards for ‘L’ access author-
izations and for access to confidential
and secret (including all secret-level
Special Access Programs not specifi-
cally approved for enhanced investiga-
tive requirements by an official au-
thorized to establish Special Access
Programs by section in 4.4 of Executive
Order 12958) (60 FR 19825, 3 CFR 1995
Comp., p. 33);

(b) The investigation standard
for‘Q” access authorizations and for
access to top secret (including top se-
cret Special Access Programs) and Sen-
sitive Compartmented Information;

(c) The reinvestigation standard for
continued access to the levels listed in
paragraph (b) of this section.

§147.20 Exception to periods of cov-
erage.

Some elements of standards specify a
period of coverage (e.g. seven years).
Where appropriate, such coverage may
be shortened to the period from the
subject’s eighteenth birthday to the
present or to two years, whichever is
longer.

§147.21 Expanding investigations.

Investigations and reinvestigations
may be expanded under the provisions
of Executive Order 12968 (60 FR 40245, 3
CFR 1995 Comp., p. 391) and other appli-
cable statutes and Executive Orders.
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§147.22 Transferability.

Investigations that satisfy the re-
quirements of a given standard and are
current meet the investigative require-
ments for all levels specified for the
standard. They shall be mutually and
reciprocally accepted by all agencies.

§147.23 Breaks in service.

If a person who requires access has
been retired or separated from U.S.
government employment for less than
two years and is the subject of an in-
vestigation that is otherwise current,
the agency regranting the access will,
as a minimum, review an updated
Standard Form 86 and applicable
records. A reinvestigation is not re-
quired unless the review indicates the
person may no longer satisfy the stand-
ards of Executive Order 12968 (60 FR
40245, 3 CFR 1995 Comp., p. 391); (At-
tachment D to this subpart, Table 2).

§147.24 The national agency check.

The National Agency Check is a part
of all investigations and reinvestiga-
tions. It consists of a review of;

(a) Investigative and criminal history
files of the FBI, including a technical
fingerprint search;

(b) OPM’s Security/Suitability Inves-
tigations Index;

(c) DoD’s Defense Clearance and In-
vestigations Index;

(d) Such other national agencies
(e.g., CIA, INS) as appropriate to the
individual’s background.

ATTACHMENT A TO SUBPART B OF PART
147—STANDARD A—NATIONAL AGEN-
cY CHECK WITH LOCAL AGENCY
CHECKS AND CREDIT CHECK
(NACLC)

(a) Applicability. Standard A applies to in-
vestigations and reinvestigations for;

(1) Access to CONFIDENTIAL and SECRET
(including all SECRET-level Special Access
Programs not specifically approved for en-
hanced investigative requirements by an of-
ficial authorized to establish Special Access
Programs by sect. 4.4 of Executive Order
12958) (60 FR 19825, 3 CFR 1995 Comp., p. 333);

(2) “Li”’ access authorizations.

(b) For Reinvestigation: When to Reinves-
tigate. The reinvestigation may be initiated
at any time following completion of, but not
later than ten years (fifteen years for CON-
FIDENTIAL) from the date of, the previous
investigation or reinvestigation. (Attach-
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ment D to this subpart, Table 2, reflects the
specific requirements for when to request a
reinvestigation, including when there has
been a break in service.)

(c) Investigative Requirements. Investigative
requirements are as follows:

(1) Completion of Forms: Completion of
Standard Form 86, including applicable re-
leases and supporting documentation.

(2) National Agency Check: Completion of a
National Agency Check.

(3) Financial Review: Verification of the
subject’s financial status, including credit
bureau checks covering all locations where
the subject has resided, been employed, or
attended school for six months or more for
the past seven years.

(4) Date and Place of Birth: Corroboration of
date and place of birth through a check of
appropriate documentation, if not completed
in any previous investigation; a check of Bu-
reau of Vital Statistics records when any
discrepancy is found to exist.

(5) Local Agency Checks: As a minimum, all
investigations will include checks of law en-
forcement agencies having jurisdiction
where the subject has lived, worked, and/or
attended school within the last five years,
and, if applicable, of the appropriate agency
for any identified arrests.

(d) Expanding the Investigation: The inves-
tigation may be expanded if necessary to de-
termine if access is clearly consistent with
the national security.

ATTACHMENT B TO SUBPART B OF PART
147—STANDARD B—SINGLE SCOPE
BACKGROUND INVESTIGATION (SSBI)

(a) Applicability. Standard B applies to ini-
tial investigations for;

(1) Access to TOP SECRET (including TOP
SECRET Special Access Programs) and Sen-
sitive Compartment Information;

(2) “Q’ access authorizations.

(b) Investigative Requirements. Investigative
requirements are as follows:

(1) Completion of Forms: Completion of
Standard Form 86, including applicable re-
leases and supporting documentation.

(2) National Agency Check: Completion of a
National Agency Check.

(3) National Agency Check for the Spouse or
Cohabitant (if applicable): Completion of a Na-
tional Agency Check, without fingerprint
cards, for the spouse or cohabitant.

(4) Date and Place of Birth: Corroboration of
date and place of birth through a check of
appropriate documentation; a check of Bu-
reau of Vital Statistics records when any
discrepancy is found to exist.

(5) Citizenship: For individuals born outside
the United States, verification of US citizen-
ship directly from the appropriate registra-
tion authority; verification of US citizenship
or legal status of foreign-born immediate
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family members (spouse, cohabitant, father,
mother, sons, daughters, brothers, sisters).

(6) Education: Corroboration of most recent
or most significant claimed attendance, de-
gree, or diploma. Interviews of appropriate
educational sources if education is a primary
activity of the subject during the most re-
cent three years.

(T) Employment: Verification of all employ-
ments for the past seven years; personal
interviews of sources (supervisors, cowork-
ers, or both) for each employment of six
months or more; corroboration through
records or sources of all periods of unemploy-
ment exceeding sixty days; verification of all
prior federal and military service, including
discharge type. For military members, all
service within one branch of the armed
forces will be considered as one employment,
regardless of assignments.

(8) References: Four references, of whom at
least two are developed; to the extent prac-
ticable, all should have social knowledge of
the subject and collectively span at least the
last seven years.

(9) Former Spouse: An interview of any
former spouse divorced within the last ten
years.

(10) Neighborhoods: Confirmation of all resi-
dences for the last three years through ap-
propriate interviews with neighbors and
through records reviews.

(11) Financial Review: Verification of the
subject’s financial status, including credit
bureau checks covering all locations where
subject has resided, been employed, and/or
attended school for six months or more for
the last seven years.

(12) Local Agency Checks: A check of appro-
priate criminal history records covering all
locations where, for the last ten years, the
subject has resided, been employed, and/or
attended school for six months or more, in-
cluding current residence regardless of dura-
tion.

NoOTE: If no residence, employment, or edu-
cation exceeds six months, local agency
checks should be performed as deemed appro-
priate.

(13) Public Records: Verification of divorces,
bankruptcies, and other court actions,
whether civil or criminal, involving the sub-
ject.

(14) Subject Interview: A subject interview,
conducted by trained security, investigative,
or counterintelligence personnel. During the
investigation, additional subject interviews
may be conducted to collect relevant infor-
mation, to resolve significant inconsist-
encies, or both. Sworn statements and
unsworn declarations may be taken when-
ever appropriate.

(156) Polygraph (only in agencies with ap-
proved personnel security polygraph programs):
In departments or agencies with policies
sanctioning the use of the polygraph for per-
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sonnel security purposes, the investigation
may include a polygraph examination, con-
ducted by a qualified polygraph examiner.

(c) Expanding the Investigation. The inves-
tigation may be expanded as necessary. As
appropriate, interviews with anyone able to
provide information or to resolve issues, in-
cluding but not limited to cohabitants, rel-
atives, psychiatrists, psychologists, other
medical professionals, and law enforcement
professionals may be conducted.

ATTACHMENT C TO SUBPART B OF PART
147—STANDARD C—SINGLE SCOPE
BACKGROUND INVESTIGATION PERI-
ODIC REINVESTIGATION (SSBI-PR)

(a) Applicability. Standard C applies to re-
investigation for;

(1) Access to TOP SECRET (including TOP
SECRET Special Access Programs) and Sensitive
Compartmented Information;

(2) “Q’ access authorizations.

(b) When to Reinvestigate. The reinvestiga-
tion may be initiated at any time following
completion of, but not later than five years
from the date of, the previous investigation
(see Attachment D to this subpart, Table 2).

(c) Reinvestigative Requirements. Reinves-
tigative requirements are as follows:

(1) Completion of Forms: Completion of
Standard Form 86, including applicable re-
leases and supporting documentation.

(2) National Agency Check: Completion of a
National Agency Check (fingerprint cards
are required only if there has not been a pre-
vious valid technical check of the FBI).

(38) National Agency Check for the Spouse or
Cohabitant (if applicable): Completion of a Na-
tional Agency Check, without fingerprint
cards, for the spouse or cohabitant. The Na-
tional Agency Check for the spouse or co-
habitant is not required if already completed
in conjunction with a previous investigation
or reinvestigation.

(4) Employment: Verification of all employ-
ments since the last investigation. Attempts
to interview a sufficient number of sources
(supervisors, coworkers, or both) at all em-
ployments of six months or more. For mili-
tary members, all services within one branch
of the armed forces will be considered as one
employment, regardless of assignments.

(6) References: Interviews with two char-
acter references who are knowledgeable of
the subject; at least one will be a developed
reference. To the extent practical, both
should have social knowledge of the subject
and collectively span the entire period of the
reinvestigation. As appropriate, additional
interviews may be conducted, including with
cohabitants and relatives.

(6) Neighborhoods: Interviews of two neigh-
bors in the vicinity of the subject’s most re-
cent residence of six months or more. Con-
firmation of current residence regardless of
length.
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(7)) Financial Review—Financial Status:
Verification of the subject’s financial status,
including credit bureau checks covering all
locations where subject has resided, been
employed, and/or attended school for six
months or more for the period covered by the
reinvestigation;

(ii) Check of Treasury’s Financial Data Base:
Agencies may request the Department of the
Treasury, under terms and conditions pre-
scribed by the Secretary of the Treasury, to
search automated data bases consisting of
reports of currency transactions by financial
institutions, international transportation of
currency or monetary instruments, foreign
bank and financial accounts, and trans-
actions under $10,000 that are reported as
possible money laundering violations.

(8) Local Agency Checks: A check of appro-
priate criminal history records covering all
locations where, during the period covered
by the reinvestigation, the subject has re-
sided, been employed, and/or attended school
for six months or more, including current
residence regardless of duration. (Note: If no
residence, employment, or education exceeds
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six months, local agency checks should be
performed as deemed appropriate.)

(9) Former Spouse: An interview with any
former spouse unless the divorce took place
before the date of the last investigation or
reinvestigation.

(10) Public Records: Verification of divorces,
bankruptcies, and other court actions,
whether civil or criminal, involving the sub-
ject since the date of the last investigation.

(11) Subject Interview: A subject interview,
conducted by trained security, investigative,
or counterintelligence personnel. During the
reinvestigation, additional subject inter-
views may be conducted to collect relevant
information, to resolve significant inconsist-
encies, or both. Sworn statements and
unsworn declarations may be taken when-
ever appropriate.

(d) Expanding the Reinvestigation: The re-
investigation may be expanded as necessary.
As appropriate, interviews with anyone able
to provide information or to resolve issues,
including but not limited to cohabitants, rel-
atives, psychiatrists, psychologists, other
medical professionals, and law enforcement
professionals may be conducted.

ATTACHMENT D TO SUBPART B OF PART 147—DECISION TABLES

TABLE 1—WHICH INVESTIGATION TO REQUEST

: : And the person has | Based on this inves- | Then the investigation | Using stand-
If the requirement is for this gccess tigation required isg %rd
Confidental Secret; “L” ........ccoeevvveiveennes NONE ..oocvveerieiieennn NONE ...oovvverrereenes NACLC ....oovvevveeirns A
Out of date NACLC
or SSBI.
Conf, Sec; “L”
Top Secret, SCI; “Q” None ....ccovveicees NONe ...cooeviiiienes SSBI i B
None; Conf, Sec; Current or out of
“Lr. date NACLC
Out of date SSBI
TS, SCI; “Q” ........... SSBI-PR .....cccccoeiine C

TABLE 2—REINVESTIGATION REQUIREMENTS

Type required if there has been a
break in service of
If the requirement is for And the age of the investigation is ” o
month’s
0-23 months or more
Confidential .........ccoeevieiieiiiiiiiece 0 to 14 years. 11 mos None (note 1) ........... NACLC
15 yrs. or more ... NACLC.
Secret; “L” .. 0to 9 yrs 11 mos None (note 1).
10 yrs. or more ... NACLC
Top Secret, SCI; “Q” ...ccovveviiciiiiecicie 0to 4 yrs. 11 mos None (note 1) ........... SSBI
5 yrs or more SSBI-PR.

NOTE: As a minimum, review an updated Standard Form 84 and applicable records. A reinvestigation (NACLC or SSBI-PR) is
not required unless the review indicates the person may no longer satisfy the standards of Executive Order 12968.
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